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Outbound Email Scanning with DoubleCheck

DoubleCheck has the ability to provide Spam, Virus, and Policy scanning on outbound
email in the same fashion as it scans inbound email.

Configuring DoubleCheck for Outbound Mail

Before configuring anything on the mail server side, DoubleCheck needs to know to relay
outbound mail from the mail server. To accomplish this, anew Host Access Rul e must
be created. Goto SMIP -> Host Access Rul es and click Add New Rul e. Enter inthe
IP Address of the email server, and set Rel ayi ng On. Other settings such has RBL Check,
DNS Check, and SPF Check can all be disabled aswell. Outbound Spam and Pol i cy
checki ng are optional, but Vi rus Checki ng isrecommended on all email. Once those
settings are configured, add the Host  Access Rul e.

& DI m Class C: 172.17.1. fccess: allow RBL: Off Spam: Qn Msg Size: Disabled
MMGI Enchange Server Relay: Yes DHS: OFf Wirus: On Per-IF: Disabled
Smart host relay, Logging: On  SPF: Off Palicy: Gn Fer-C: Disabled
Dizable outhound spam Sig: Default Queus: On Max Load: Disabled
protection,

Microsoft Exchange

Before configuring Exchange settings, aHost Access Rul e in DoubleCheck is needed to
allow relaying from the | P address or network that the mail server sitson. For more
information on adding a Host Access Rule, see Conf i guri ng Doubl eCheck for

Qut bound Mai | above.

Microsoft Exchange has a couple mechanisms for configuring relay hosts. In Exchange
they arereferredtoassmart hosts. Inabasic Exchange setup for a single domain, you
will normally find smart host configuration located under

System Manager -> Exchange -> Servers -> [ SERVNAME] -> Protocols -> SMIP.
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Oncethere, Def aul t SMIP Virtual Server will appear. Right click on Def ault SMIP
Virtual Server andgotoproperties. ClicktheDelivery tab. Click Advanced. Inthe
Smart Host section, enter the hostname, or I1P address of DoubleCheck. When entering an
| P address, you must enclose in square brackets (i.e. [ 172. 17. 1. 100] ).

Default SMTP ¥irtual Server Properties 2| Advanced Delivery [ %]
General I Access I Messages Delivery | Maximum hop count:
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IEXCH2DDS.nmgi.c:0m LCheck DHS |
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ours .
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If under the Syst em Manager -> Exchange -> Connect ors folder you have SMrP
Connect or s defined that send Internet bound email, you may need to configure those
connectorsto usethe"Forward to smart host" setting instead of "Use DNS to route"”
in general connector settings.
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Restart Exchange asnecessary and send atest message. Verify the message went
through DoubleCheck by looking a Logs -> Email Log.

For more information on configuring Microsoft Exchange SMTP Connectors, see the

following Knowledge Base Articles.
http://support.microsoft.com/default.aspx?scid=kb;en-us; 265293
http://support.microsoft.com/default.aspx?scid=kb;en-us; 319426

Novell GroupWise

Before configuring GroupWise settings, a Host Access Rul e in DoubleCheck is needed
to allow relaying from the IP address or network that the mail server sitson. For more
information on adding a Host Access Rule, see Conf i guri ng Doubl eCheck for

Qut bound Mai | above.

Now, the aw A will need to be configured to send using arelay host. Thisis done under the
SMIP/ M ME Set tings in GroupWise 6.5. The setting isRel ay Host for Qut bound
Messages.

Propetties of GWIA x|

SMTPMIME ~ 'LDAP | Por3mMaPs | Server Directories | Access Cortral = | Resttach | Post Offics Links | Grougy [2]b]
Settings

[¥ Enable SMTF service

Mumber of SMTP Send Threads: IS—::I

MNumber of SMTP Receive Threads: IT::I
HostnamefDMS "A Record” Mame: |n0ve|l.com

Relay Host for Outhound Messages: |1?2.1?.1.1DD

Scan Cycle for Send Directory: IT::I seconds

[ Bind to TCP/IP address at connection time
[ Use 7 bit encoding for all outhound messages

Maximum number of hours to retry a deferred message: I 96 ::I hours

Page Options.. | Ok Cancel Apply Help

Restart GW A as hecessary and send atest message. Verify the message went through
DoubleCheck by looking at Logs -> Emai | Log.

For more information on GWIA configuration, see
http://www.novell.com/documentati on/gw65/gw65 admin/data/a?zi 22h.html#a37q7pp
http://www.novell.com/documentati on/gw65/gw65 admin/data/ai g15tm.html#a378c8y
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Other SMTP Servers

For other mail servers, the same rules apply. DoubleCheck must have a SMTP Host
Access Rul e defined to allow relaying from the mail server IP address, and you must
configurearel ay host or smart host onthe mail server side. See Confi guring
Doubl eCheck for Qutbound Mail above for more information on configuring Host
Access Rules. Please consult your mail server documentation for additional information.
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